APPENDI X C

PHYSI CAL SECURI TY STANDARDS FCOR
MLITARY TERM NALS

A CGENERAL

Thi s Appendi x prescribes
standards for the protection of
sensitive conventional AA&E nmilitary
transportation termnals. It also
applies to sensitive classified AA&E.
When a termnal has a separate, |ong
term storage m ssion, storage
criteria or chapters 4 and 5 of this
Manual apply to the long-term storage
areas of the termnal. Criteria for
comercially operated, in-transit
transportation termnals are at
Appendi x B.

B. SECURITY PRICRITIES

Thi s Appendi x are based on the
followng priorities for cargo and
area security protection.
Responsi bl e DoD Conponents shal
ensure that the security resources
are allocated to neet the highest
priority requirenents first. The
priorities, in descending order, are:

l. Category I cargo protection.

2. Pier and waterfront

security.

3. Category Il cargo
protection.

4. (Gates and perineter
security.

5. Category IIl and IV cargo
protection.

6. Support activity security.

C. RI SK CATEGORY | DENTI FI CATI ON

Term nals shall establish
procedures to ensure pronpt
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i dentification of risk categories of
arriving cargo to provide security
protection required by this Mnual.
When cargo cannot be inmmediately
i dentified upon arrival, it shall
secured as Category | pending

i dentification.

be

D. TEMPORARY STORAGE
1. Catepory | Through |V Cargo
a. Category | through 11
cargo shall be stored only in fenced

and |lighted areas dedicated to cargo
storage. Fencing and lighting may be
used for Category IIl and IV cargo
storage areas if determ ned necessary
based on an assessnent of |ocal
threats, wvulnerabilities, and cost

ef fectiveness. Standards for

| ighting and fencing shall be in
accordance with Chapter 5, section C,
of this Manual.

b. Supplemental Controls.
Category | through |V tenporary
storage areas or individual
conveyances shal |l be equi pped wth
| DS, CCTV, or provided constant
surveillance. Wien IDS or CCTV is
used at |east one supervised guard

patrol shall be nade during each 24
hour peri od.
E. CARGO MOVEMENT

1. Category | and ||

a. Each Category |
conveyance or integrated grouping of
five or fewer conveyances noved
wthin the termnal shall be under
continuous surveillance of at |east
one termnal enployee or selected
contractor enployee under contract to
the terminal to handle cargo. \Were
the termnal area is physically
separated froma | ong-term storage
area, novenment between these areas
shal | be under constant armed guard
surveillance, with two drivers for
each conveyance.



b. Each Category 11
conveyance or integrated grouping of
five or fewer conveyances noved
wthin the termnal shall be under
constant surveillance of at |east one
termnal enployee or selected
contractor enployee under contract to
the termnal to handle cargo. \here
the termnal area is physically
separated from a |long-term storage
area, novenent between these areas
shal | be under constant enpl oyee
surveillance, with two drivers for
each conveyance.

2. Category ||| and |V Cargo

a. Procedures for the
movenent of Category |11l and IV cargo

wthin the termnal shall ensure that
constant surveillance of the cargo is
mai ntai ned by either termnal or
contractor enpl oyees.

b. Where the termnal area
|'s physically separated froma long-
term storage area, novenment between
these areas shall be under constant
surveillance of at |east one term nal
enpl oyee orsel ected contractor
enpl oyee for each conveyance.

F.  TERMINAL AREA SECURITY

1. Waterfront and Ships at
Berth. When ships are at berth,
piers shall be patrolled by an
security patrol at irregular
intervals not to exceed 30 m nutes.
However, IDS or CCTV may be used at
the termnal commander’s discretion
for waterfront surveillance. Uhen
AAGE is present at the pier or on
board, the arnmed guard patrols shal
be nade at irregular intervals not to
exceed 30 mnutes. If IDS or CCTIV is
present, security patrols may be
extended to one per 8-hour shift
based upon | ocal threat and
vul nerability assessnents.

2. Termnal Gates and Peri neter

Areas. Shall be protected in
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accordance wth Chapter 5, section
E., of this Mnual.
G.  SEALS AND TWISTS. An approved

seal shall be installed on all AA&E
conveyances on which the original

shi pping seal is renoved.
Additionally, all conveyances shall
have a No. 5 steel wire tw st
install ed on door openings if the
seal does not provide equival ent
protection. Seal and tw st checks
for evidence of breakage or tanpering
shal | be nmade a part of regular

patrol or surveillance procedures and
of pier |oading procedures. Category
| and || seals shall be verified by
nunber once each shift.

H. GUARD COVMUNI CATI ONS. The
requirements in Chapter 5, section
D,9 of this Mnual apply.

| TERM NAL ENTRY CONTROLS. Piers,
waterfront, and AA&E storage and
processing areas shall be posted
restricted areaswWth strict vehicle
and pedestrian entry controls in
accordance with the requirements of
Chapter 5, section |I., of this

Manual . All pedestrians or vehicles
shal | be subject to inspection, and a
visitor control system shall be
establ i shed. \Wen feasible, entry to
the AA&E storage and processing areas
w il be separately controlled from
the termnal admnistrative areas.
Privately owned vehicles may not be
al owed into AA&RE storage and
processing areas of the term nal

w thout the term nal commander’s
perm ssi on.
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